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1
Decision/action requested

It is proposed to add the proposed solution to the TR 33.819.
2
References

 [1]
3GPP TS 33.819 v1.1.0
3
Rationale

This contribution provides a security solution for CAG of the TR 33.819.

4
Detailed proposal

***
BEGIN CHANGES
***

6.X
Solution #X: Security solution for CAG
6.X.1
Introduction

This solution addresses key issue #6.2: CAG ID Privacy.

The UE shall re-use mechanism for protection of SUPI to protect CAG ID privacy.
6.X.2
Solution details

The detailed procedure of the security solution for CAG is illustrated as below:
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Figure 6.X.2-1 Security procedure or registration with CAG access control
The procedure is based on the TS 23.501[7] and TS 23.502[6], with the following changes:
Step 2:
When the UE generate a integrated SUCI, the scheme-input further include the CAG ID. Or
The UE generate a concealed CAG ID using the protection scheme with the Home Network Public Key and with the CAG ID as the scheme-imput.
The concealment of CAG ID shall be performed by the UE whenever a SUCI is required, including UE sending a Registrating Request message and UE responding to an Identity Response message.
Step 3 and 4:

The RR message further includes the integrated SUCI or the concealed CAG ID.
Step 5:
UDM/SIDF is responsible for de-concealing the CAG ID from the integrated SUCI if the UE generated the SUCI with adding CAG ID to the scheme-input. Or

UDM/SIDF is responsible for de-concealing the CAG ID from the concealed SUCI using the same mechanism of decealing SUPI from SUCI.
6.X.3
Evaluation

The solution fulfils the requirement in key issue #6.2.
***
END OF CHANGES
***
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